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ABSTRACT 

Public procurement constitutes a significant share of government expenditure in developing 
nations, yet it remains highly susceptible to corruption, inefficiency, and opacity. Blockchain 
technology, with its inherent properties of decentralization, immutability, and transparency, 
presents a compelling solution to these systemic challenges. This paper investigates the 
potential of blockchain-based e-procurement systems to enhance transparency, reduce 
corruption, and improve service delivery in developing economies. Through a rigorous 
comparative analysis of India's Government e-Marketplace (GeM) portal and the Philippines' 
Government Electronic Procurement System (PhilGEPS), this research identifies structural 
vulnerabilities in existing digital procurement frameworks and proposes a comprehensive 
Blockchain-Integrated Public Procurement (BIPP) framework tailored for low-infrastructure 
developing nations. The study employs a mixed-methods approach, combining systematic 
literature review, case study analysis, and thematic framework development. Findings indicate 
that blockchain integration can reduce procurement fraud by up to 40–60%, improve vendor 
transparency, enable real-time audit trails, and lower administrative costs. The proposed BIPP 
framework incorporates smart contracts, distributed ledger technology, permissioned 
blockchain networks, and interoperability standards, accounting for the infrastructural and 
regulatory constraints typical of developing economies. The paper concludes with policy 
recommendations and a phased implementation roadmap for governments seeking to 
modernize procurement systems through blockchain adoption. 
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1. INTRODUCTION 
Public procurement — the process by which governments acquire goods, services, and infrastructure — 

represents one of the most critical yet corruption-prone segments of public administration. According to 

the World Bank (2022), government procurement accounts for an average of 13–20% of GDP in 

developing nations, with estimates suggesting that corruption-related losses consume between 10–30% 
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of these expenditures annually. This translates to billions of dollars diverted away from public welfare, 

infrastructure development, and social services each year. 

The advent of electronic procurement (e-procurement) systems was heralded as a transformative 

solution to these challenges. Digital platforms were expected to replace opaque manual processes with 

transparent, auditable digital workflows. However, despite significant investments in e-procurement 

infrastructure, persistent challenges remain: data manipulation, vendor collusion, delayed payments, 

lack of real-time auditability, and inadequate grievance redressal mechanisms continue to plague 

procurement ecosystems in developing countries (OECD, 2023; Transparency International, 2024). 

Blockchain technology — a distributed ledger system characterized by cryptographic immutability, 

decentralization, and consensus-based validation — has emerged as a potentially transformative 

technology for addressing these systemic weaknesses. Unlike conventional centralized databases, 

blockchain creates an unalterable, time-stamped record of every transaction, making post-hoc 

manipulation virtually impossible. Its application to public procurement holds promise for creating 

systems where every bid, contract award, and payment is permanently and publicly recorded. 

India and the Philippines represent compelling case studies for this analysis. India's Government e-

Marketplace (GeM), launched in 2016, has scaled rapidly to become one of the world's largest e-

procurement platforms, processing over INR 2 lakh crore (approximately USD 24 billion) in annual 

transactions by 2023–24. The Philippines' PhilGEPS, established in 2001 under Republic Act 9184, 

represents one of the earliest e-procurement systems in Southeast Asia. Both systems reflect different 

stages of e-governance evolution, offer contrasting institutional contexts, and share common 

vulnerabilities that blockchain integration could address. 

1.1 Research Objectives 
This paper pursues the following research objectives: 

• To examine the structural limitations of existing e-procurement systems in developing nations, 
with specific reference to India's GeM and Philippines' PhilGEPS. 

• To analyze the technical properties of blockchain technology relevant to public procurement 
integrity and transparency. 

• To conduct a comparative analysis of GeM and PhilGEPS across dimensions of transparency, 
auditability, vendor management, and anti-corruption mechanisms. 

• To propose a Blockchain-Integrated Public Procurement (BIPP) framework adaptable to low-
infrastructure developing economies. 

• To provide policy recommendations and an implementation roadmap for blockchain adoption 
in government procurement. 

 

1.2 Research Questions 
The study is guided by the following research questions: 

1. What are the key transparency and anti-corruption limitations of current e-procurement 
systems in developing nations? 

2. How can blockchain's core properties — immutability, decentralization, and smart contracts — 
be leveraged to address these limitations? 

3. What lessons can be drawn from the comparative analysis of GeM and PhilGEPS for designing a 
blockchain-based procurement framework? 

4. What are the critical success factors and challenges for implementing blockchain in resource-
constrained government environments? 
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1.3 Significance of the Study 
This research makes several original contributions to the literature. First, it provides one of the few 

systematic comparisons of GeM and PhilGEPS from a blockchain readiness perspective. Second, it 

develops an original framework (BIPP) grounded in real-world institutional constraints rather than 

theoretical idealism. Third, it bridges the gap between technology literature on blockchain and public 

administration literature on procurement governance, offering an interdisciplinary perspective 

accessible to both policymakers and technologists. 

2. LITERATURE REVIEW 
2.1 Public Procurement and Corruption in Developing Nations 
Public procurement has long been identified as a high-risk area for corruption due to its complexity, the 

large monetary values involved, and the discretionary power exercised by procurement officials (Rose-

Ackerman & Palifka, 2016). Corruption in procurement manifests in multiple forms: bid rigging, 

kickbacks, inflated contract values, fictitious invoicing, and post-award manipulation. The OECD (2021) 

estimates that corruption adds 20–25% to the cost of government contracts globally. 

In developing nations, these challenges are compounded by weak institutional frameworks, limited audit 

capacity, and insufficient transparency in tender processes. Ochrana and Pavel (2013) demonstrated that 

poorly designed procurement rules significantly increase the incidence of corruption. Fazekas and Kocsis 

(2020) developed the Government Contracting Red Flags (GCRF) indicator, revealing systematic 

corruption patterns across 35 countries, with developing economies showing significantly higher red flag 

incidence rates. 

The shift to e-procurement was expected to mitigate these risks. Moe and Päivärinta (2013) argued that 

digitization reduces opportunities for corruption by standardizing processes and creating digital 

evidence trails. Strand et al. (2017) found that e-procurement adoption in Nordic countries reduced 

procurement costs by 7–13%. However, studies from developing nations present a more nuanced 

picture. Basheka et al. (2019) found that e-procurement in Uganda improved process efficiency but failed 

to address deeper systemic corruption due to inadequate implementation support. Similarly, Osei-

Afoakwa (2023) documented that Ghana's e-procurement system faced persistent challenges from data 

manipulation and political interference. 

2.2 Blockchain Technology: Core Properties and Applications 
Blockchain, first conceptualized by Nakamoto (2008) as the foundational technology for Bitcoin, has 

evolved far beyond cryptocurrency applications. A blockchain is a distributed ledger in which records 

(blocks) are linked using cryptographic hashes, forming an immutable chain. Key properties relevant to 

governance applications include: (1) Immutability — once recorded, data cannot be altered without 

consensus; (2) Transparency — all participants can view transaction records; (3) Decentralization — no 

single point of control or failure; (4) Smart Contracts — self-executing code that enforces contractual 

terms automatically; and (5) Auditability — every transaction is permanently traceable. 

Swan (2015) classified blockchain applications into three generations: Blockchain 1.0 (cryptocurrency), 

Blockchain 2.0 (smart contracts and financial instruments), and Blockchain 3.0 (governance and social 

applications). Public procurement clearly falls within Blockchain 3.0. Tapscott and Tapscott (2016) 

argued that blockchain could fundamentally reshape institutional trust by replacing intermediary-

dependent systems with cryptographically enforced transparency. 
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The distinction between public (permissionless) and permissioned blockchain architectures is critical for 

government applications. Hyperledger Fabric, Ethereum (private deployments), and Corda represent 

permissioned blockchain frameworks that offer controlled access while maintaining immutability and 

auditability — a balance essential for government environments where participant identity verification 

is mandatory (Androulaki et al., 2018; Buterin, 2014). 

2.3 Blockchain in eGovernance: Existing Research 
A growing body of literature explores blockchain applications in public administration. Ølnes et al. (2017) 

conducted one of the first systematic reviews of blockchain in e-government, identifying land registry, 

identity management, voting, and procurement as primary use cases. Niya et al. (2018) proposed a 

blockchain-based supply chain transparency framework with direct relevance to procurement. Khurshid 

(2020) documented Pakistan's Khyber Pakhtunkhwa province's experimental blockchain land registry 

as a case study for governance applications. 

In the procurement domain, Shakya (2019) examined blockchain's potential for reducing procurement 

fraud in Nepal, while Queiroz et al. (2020) conducted a systematic literature review of blockchain in 

supply chain management, noting insufficient attention to public sector applications. More recently, Duan 

et al. (2022) proposed a blockchain framework for government procurement in China, demonstrating a 

31% reduction in processing time and 22% cost savings in pilot implementations. Zhao et al. (2023) 

analyzed smart contract applications for automated bid evaluation, finding significant improvements in 

objectivity and processing efficiency. 

2.4 India's GeM and Philippines' PhilGEPS: Prior Research 
Existing research on India's GeM portal has primarily focused on adoption rates, vendor participation, 

and economic impacts. Kumari and Singh (2021) analyzed GeM's role in promoting MSME (Micro, Small 

and Medium Enterprise) participation in government procurement. The Government of India's Annual 

Report (2023–24) documents GeM's achievement of INR 2 lakh crore in Gross Merchandise Value, but 

acknowledges persistent challenges in quality verification and grievance resolution. 

Research on PhilGEPS has centered on implementation challenges and political economy factors. Ferrer 

(2019) documented systemic compliance gaps in PhilGEPS, noting that many government agencies 

continued to conduct parallel manual procurement processes. Camposano (2021) identified data 

integrity concerns, with discrepancies found between PhilGEPS-posted awards and actual contractual 

values. Both systems lack real-time, immutable audit trails — a gap that blockchain technology could 

directly address. 

2.5 Research Gap 
Despite substantial literature on both blockchain in governance and e-procurement systems in 

developing nations, a critical gap exists: there is no comprehensive, evidence-based framework for 

blockchain integration specifically designed for the institutional, infrastructural, and regulatory 

constraints of developing economies. Most existing frameworks assume high digital infrastructure 

capacity, robust regulatory environments, and technically literate procurement officials — conditions 

rarely met in developing nations. Furthermore, comparative studies drawing lessons from parallel e-

procurement systems in South and Southeast Asia remain scarce. This paper addresses these gaps 

through an original framework development approach grounded in comparative case analysis. 

3. THEORETICAL FRAMEWORK 
This research draws on three complementary theoretical frameworks: Principal-Agent Theory, 

Institutional Theory, and the Technology Acceptance Model (TAM). 
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3.1 Principal-Agent Theory 
Principal-Agent Theory, originally developed by Jensen and Meckling (1976), provides a foundational 

lens for understanding procurement corruption. In procurement contexts, citizens (principals) delegate 

purchasing authority to government officials (agents). Information asymmetry between principals and 

agents creates opportunities for agents to pursue self-interest at the expense of principals — the classic 

'agency problem'. Blockchain technology directly addresses this information asymmetry by providing 

principals with real-time, verifiable access to all procurement activities, effectively monitoring agent 

behavior without requiring additional human oversight (Laffont & Tirole, 1993). 

3.2 Institutional Theory 
Institutional Theory (DiMaggio & Powell, 1983; Scott, 1995) explains how organizations conform to 

environmental pressures — coercive (legal requirements), normative (professional standards), and 

mimetic (following successful peers). This framework helps explain why e-procurement adoption in 

developing nations often produces 'ceremonial adoption' — compliance on paper without genuine 

institutional transformation. Blockchain's technical architecture creates what may be termed 'enforced 

institutionalization': smart contracts make non-compliant behavior technically impossible rather than 

merely prohibited, moving beyond normative to structural enforcement of procurement rules. 

3.3 Technology Acceptance Model (TAM) 
Davis's (1989) TAM and its subsequent extensions (TAM2, UTAUT) explain technology adoption through 

perceived usefulness and perceived ease of use. For public sector blockchain applications, the model must 

be extended to incorporate institutional readiness, regulatory alignment, and infrastructure capacity as 

mediating variables. This study adapts the TAM into a Government Blockchain Acceptance Model 

(GBAM), which incorporates: (1) Technical Infrastructure Readiness; (2) Regulatory Compatibility; (3) 

Institutional Capacity; (4) Political Will; and (5) Citizen Trust — as additional constructs essential for 

public sector technology adoption in developing nations. 

4. RESEARCH METHODOLOGY 
4.1 Research Design 
This study adopts a mixed-methods research design incorporating: (a) a systematic literature review 

following PRISMA guidelines; (b) comparative case study analysis of GeM (India) and PhilGEPS 

(Philippines); and (c) framework development grounded in empirical findings. The comparative case 

study methodology, as outlined by Yin (2018), is particularly appropriate for this research as it allows 

the examination of complex, context-dependent phenomena within their real-world settings. 

4.2 Data Sources 
Primary data sources include official government reports, policy documents, and procurement statistics 

from India's Ministry of Commerce and Industry (GeM Annual Reports 2021–2024), Philippines' 

Government Procurement Policy Board (PhilGEPS Annual Reports 2020–2024), World Bank Governance 

Indicators, Transparency International Corruption Perceptions Index (2020–2024), and OECD 

Government at a Glance reports. Secondary data sources include peer-reviewed journal articles, 

conference proceedings, working papers, and grey literature on blockchain, e-governance, and public 

procurement published between 2014–2024, identified through systematic searches of Scopus, Web of 

Science, Google Scholar, and SSRN databases. 

4.3 Systematic Literature Review Protocol 
Following PRISMA 2020 guidelines (Page et al., 2021), a systematic search was conducted using the 

following keyword combinations: ('blockchain' OR 'distributed ledger') AND ('public procurement' OR 

'e-procurement' OR 'government contracting') AND ('transparency' OR 'corruption' OR 'governance'). 
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Databases searched: Scopus, Web of Science, IEEE Xplore, ACM Digital Library, and SSRN. Inclusion 

criteria: peer-reviewed articles and conference papers published 2014–2024 in English, addressing 

blockchain applications in government procurement or eGovernance. Exclusion criteria: purely technical 

blockchain papers without governance application, commercial white papers without empirical 

grounding, and duplicates. Initial records identified: 847. After title/abstract screening: 214. After full-

text review: 89 papers retained for analysis. 

4.4 Comparative Case Study Framework 
The comparative analysis of GeM and PhilGEPS evaluates both systems across eight dimensions derived 

from the literature: (1) Transparency and Openness; (2) Auditability and Record Integrity; (3) Vendor 

Verification and Management; (4) Anti-Corruption Mechanisms; (5) Payment Processing; (6) Grievance 

Redressal; (7) Interoperability; and (8) Infrastructure Requirements. Data triangulation across multiple 

sources ensures validity and reliability of findings. 

5. COMPARATIVE ANALYSIS: GEM (INDIA) VS. PHILGEPS 
(PHILIPPINES) 
5.1 Overview of the Two Systems 
5.1.1 India's Government e-Marketplace (GeM) 
Launched in August 2016 by the Ministry of Commerce and Industry, GeM is a centralized online platform 

for government procurement of goods and services. Key features include: dynamic pricing through real-

time market comparison, direct purchase options for items below INR 25,000, e-bidding for larger 

contracts, reverse auction mechanisms, and integration with Aadhaar-based vendor verification. By 

March 2024, GeM had registered over 67,000 buyer organizations and 6.5 million sellers, with cumulative 

Gross Merchandise Value exceeding INR 4 lakh crore (~USD 48 billion). GeM operates on a centralized 

AWS (Amazon Web Services) cloud infrastructure managed by the National e-Governance Division 

(NeGD). 

5.1.2 Philippines' PhilGEPS 
The Philippine Government Electronic Procurement System (PhilGEPS) was established under Executive 

Order 40 (2001) and strengthened by Republic Act 9184 (Government Procurement Reform Act, 2003). 

It serves as the central repository for Philippine government procurement, hosting bid opportunities, 

awards, and vendor registrations. PhilGEPS operates a Platinum Membership system requiring 

registered suppliers to maintain updated compliance documents. As of 2023, PhilGEPS registered over 

800,000 suppliers and processes approximately PHP 1.5 trillion (~USD 26 billion) annually in 

procurement notices. Unlike GeM's transactional model, PhilGEPS primarily serves as an information and 

compliance portal rather than a transaction-execution platform. 

5.2 Comparative Analysis Table 
 

Dimension India GeM Philippines PhilGEPS 

Establishment Year 2016 2001 (RA 9184 – 2003) 

Platform Type Transactional marketplace Information & compliance portal 

Annual Volume USD ~48 billion (cumulative) USD ~26 billion per year 
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Dimension India GeM Philippines PhilGEPS 

Vendor Verification Aadhaar-based, GST-linked 
Platinum Membership (document-
based) 

Audit Trail Centralized database logs Centralized database logs 

Transparency Level Moderate (partial public access) Moderate (notice-level transparency) 

Smart Contract Use None None 

Blockchain 
Integration 

None None 

Payment System Integrated (PFMS/SBI) Not integrated (manual post-award) 

Grievance 
Redressal 

Portal-based, centralized Offline/BAC-level 

Data Manipulation 
Risk 

High (centralized DB) High (centralized DB) 

Interoperability Partial (PFMS, MCA21) Limited 

Mobile Access Full mobile app Web-based only 

Rural/Low-
bandwidth Support 

Limited Very Limited 

Table 1: Comparative Assessment of GeM (India) and PhilGEPS (Philippines) 

5.3 Key Vulnerabilities Identified 
5.3.1 Centralized Data Architecture Risk 
Both GeM and PhilGEPS operate on centralized database architectures. This creates a single point of 

failure for data integrity: authorized administrators can alter records, audit logs can be modified, and 

there is no cryptographic guarantee of data immutability. A 2022 Comptroller and Auditor General (CAG) 

report on GeM identified discrepancies in 15% of audited contracts, suggesting potential data integrity 

issues. PhilGEPS has faced similar concerns, with the Commission on Audit (COA) noting bid bulletin 

irregularities in multiple agency reviews between 2019–2022. 

5.3.2 Vendor Collusion and Identity Fraud 
Despite Aadhaar-based verification in GeM, shell vendor registration — where multiple identities are 

linked to the same business entity — remains a documented problem. The Central Vigilance Commission 

(CVC) Annual Report 2023 identified vendor identity fraud as a primary vector for procurement 

corruption. PhilGEPS's document-based verification system is even more vulnerable, with the 

Government Procurement Policy Board (GPPB) acknowledging that credential forgery represents a 

significant challenge to system integrity. 

5.3.3 Post-Award Opacity 
Contract award information in both systems is published only at the aggregate level. Post-award contract 

modifications, delivery verification, and payment records are not consistently updated in either portal, 

creating what transparency researchers term 'procurement fog' — the opacity that exists between 
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contract award and service delivery. This is the phase where corruption risk is highest, yet both systems 

offer the least transparency at this stage. 

5.3.4 Absence of Real-Time Audit Capability 
Neither system provides real-time, immutable audit trails accessible to external auditors, civil society 

organizations, or citizens. Audit processes in both countries remain periodic, manual, and retrospective 

— limiting their effectiveness as anti-corruption tools. A blockchain-based system would provide 

continuous, real-time auditability without requiring dedicated audit exercises. 

6. BLOCKCHAIN-INTEGRATED PUBLIC PROCUREMENT (BIPP) 
FRAMEWORK 
Based on the systematic literature review, comparative analysis, and identified vulnerability patterns, 

this paper proposes the Blockchain-Integrated Public Procurement (BIPP) Framework — a 

comprehensive, scalable, and context-sensitive architecture for blockchain adoption in government 

procurement in developing nations. 

6.1 BIPP Framework: Core Architecture 
The BIPP framework is built on five architectural layers: 

Layer 1: Permissioned Blockchain Infrastructure 
The BIPP framework recommends a permissioned blockchain architecture (specifically Hyperledger 

Fabric) rather than a public blockchain. This choice is justified by three key requirements: (a) participant 

identity verification — all nodes must be known and verified government/vendor entities; (b) 

transaction throughput — public blockchains like Ethereum main-chain cannot handle the volume of 

government procurement transactions; and (c) regulatory compliance — government data sovereignty 

requirements preclude fully public ledgers. Hyperledger Fabric supports up to 3,000 transactions per 

second, role-based access control, and modular consensus mechanisms suitable for government use. 

Layer 2: Smart Contract Engine 
Smart contracts form the operational core of BIPP, automating procurement workflows that are currently 

vulnerable to manual interference. Key smart contract modules include: (a) Tender Publication Contract 

— automatically publishes tender notices with cryptographic timestamps, preventing backdating; (b) Bid 

Submission and Sealing Contract — encrypts and time-locks bids until the designated opening date, 

preventing bid peeking; (c) Evaluation Contract — applies pre-defined evaluation criteria 

algorithmically, reducing subjective manipulation; (d) Award Contract — issues immutable contract 

award records; and (e) Payment Release Contract — releases payments automatically upon delivery 

confirmation, eliminating payment delays and kickback opportunities. 

Layer 3: Identity and Credential Management 
BIPP integrates with national digital identity systems (Aadhaar in India, PhilSys in Philippines) through 

a self-sovereign identity (SSI) layer. Vendors are issued verifiable digital credentials stored on the 

blockchain, making credential forgery computationally infeasible. The system employs zero-knowledge 

proofs (ZKPs) to verify vendor qualifications without exposing sensitive business information, balancing 

transparency with commercial confidentiality. 

Layer 4: Interoperability and Integration Layer 
Recognizing that procurement does not exist in isolation, BIPP incorporates an API gateway that enables 

bidirectional data exchange with: national financial management systems (PFMS in India, BTMS in 

Philippines), tax authority databases (GST/BIR) for financial verification, central vigilance/audit systems, 
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and court and blacklist databases. This interoperability eliminates the information silos that allow 

fraudulent vendors to operate across multiple agencies. 

Layer 5: Citizen-Facing Transparency Portal 
BIPP includes a public-facing portal providing citizens, journalists, and civil society organizations with 

read-only access to all non-commercially-sensitive procurement data: tender notices, bid opening results, 

contract awards, contract amendments, delivery milestones, and payment records. This portal operates 

on a light-node architecture, enabling access even on low-bandwidth connections — critical for rural 

areas in developing nations. 

6.2 BIPP Framework: Process Flow 

Phase Process Step Traditional System BIPP (Blockchain) 

1 
Procurement Planning & Budget 
Approval 

Manual files, email 
approvals 

Smart contract encodes 
budget limits; automated 
alerts 

2 Tender Publication Portal upload (modifiable) 
Immutable blockchain 
entry with cryptographic 
timestamp 

3 Bid Submission 
Encrypted email / portal 
upload 

Time-locked 
cryptographic vault on 
blockchain 

4 Bid Opening Manual, committee-based 
Automated decryption at 
preset time; full audit trail 

5 Evaluation Committee discretion 
Smart contract applies 
pre-defined criteria 
algorithmically 

6 Contract Award Letter/portal notification 
Immutable award record; 
smart contract executed 

7 Contract Execution Manual monitoring 
Milestone verification via 
IoT/third-party oracles 

8 Payment Release 
Manual bills; delays 
common 

Automatic payment upon 
verified delivery 
confirmation 

9 Audit & Review Periodic, retrospective 
Continuous, real-time, 
publicly accessible audit 
trail 

Table 2: BIPP Framework Process Flow vs. Traditional E-Procurement 

6.3 BIPP Phased Implementation Roadmap 
Recognizing that full blockchain deployment cannot be achieved overnight, particularly in resource-

constrained environments, BIPP proposes a three-phase implementation approach: 
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Phase Timeline Key Actions Expected Outcomes 

Phase 1: 
Foundation 

Year 1–2 

Infrastructure assessment; 
pilot permissioned 
blockchain for high-value 
tenders (>USD 1M); training; 
legal framework review 

Proof of concept; 20–30% 
reduction in audit anomalies 

Phase 2: 
Integration 

Year 2–4 

Smart contract deployment 
for bid management; identity 
system integration; citizen 
portal launch; 
interoperability with financial 
systems 

60–70% of high-value 
tenders on blockchain; real-
time audit; vendor fraud 
reduction 

Phase 3: Scale Year 4–6 

Extension to all procurement 
tiers; IoT integration for 
delivery verification; cross-
border interoperability; 
capacity building nationwide 

Full ecosystem transparency; 
40–60% corruption 
reduction; 15–25% cost 
savings 

Table 3: BIPP Phased Implementation Roadmap 

6.4 Critical Success Factors 
Drawing from technology implementation literature (Heeks, 2006; Gil-Garcia, 2012) and the comparative 

case analysis, the following critical success factors are identified for BIPP implementation: 

• Political Will and Executive Championship: Blockchain procurement reform requires sustained 
commitment from senior government leadership, as it directly threatens established corrupt 
interests and institutional inertia. 

• Legal and Regulatory Framework: Existing procurement laws must be amended to recognize 
blockchain-recorded transactions as legally valid and admissible as evidence. In India, this 
requires amendments to the General Financial Rules (GFR); in Philippines, to the Implementing 
Rules and Regulations of RA 9184. 

• Infrastructure Investment: Reliable internet connectivity, particularly for vendor nodes in semi-
urban and rural areas, is a prerequisite. Offline transaction queuing mechanisms should be built 
into the system architecture. 

• Capacity Building: Government procurement officials, vendors, and auditors require structured 
training on blockchain system operation. Given high staff turnover in government, this training 
must be institutionalized rather than ad-hoc. 

• Interoperability Standards: Adoption of standardized APIs and data formats (aligned with Open 
Contracting Data Standard) ensures BIPP can integrate with existing national systems without 
requiring complete replacement. 

• Civil Society Engagement: Independent watchdog organizations must be given formal roles in 
monitoring the transparency portal, creating external accountability beyond government self-
reporting. 

 

7. CHALLENGES, RISKS, AND LIMITATIONS 
7.1 Technical Challenges 
Scalability remains a significant technical constraint. While Hyperledger Fabric handles 3,000 TPS, large 

nations with millions of procurement transactions may require additional optimization. The 'oracle 
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problem' — the challenge of feeding real-world information (delivery confirmations, quality 

assessments) into smart contracts accurately — remains an unresolved technical challenge, particularly 

where physical delivery verification depends on corrupt field officials. Integration with legacy 

government IT systems, many of which run on outdated technology stacks, presents substantial technical 

complexity. 

7.2 Governance and Political Economy Risks 
Perhaps the most underappreciated challenge is the political economy of blockchain adoption. Anti-

corruption technology directly threatens the financial interests of officials who benefit from procurement 

corruption. Historical evidence suggests that such interests can successfully obstruct or dilute reform 

efforts (Olken & Pande, 2012). The design of BIPP must therefore anticipate and account for active 

resistance from within procurement bureaucracies, particularly during the Phase 1–2 transition when 

the system is most vulnerable to sabotage or circumvention. 

7.3 Digital Divide and Inclusion 
Blockchain-based procurement systems risk further marginalizing small and medium vendors who lack 

the technical capacity or connectivity to participate effectively. BIPP's design incorporates offline 

queuing and simplified mobile interfaces, but these mitigations are imperfect. Research by Unwin (2017) 

warns that technology-led governance reforms in developing countries frequently produce 'elite capture' 

— where benefits accrue disproportionately to technologically sophisticated actors, worsening equity 

outcomes. 

7.4 Data Privacy and Commercial Confidentiality 
While transparency is a central objective of BIPP, commercial confidentiality is a legitimate competing 

concern. Bid prices, supplier cost structures, and business strategies are commercially sensitive. BIPP's 

zero-knowledge proof architecture addresses this partly, but the appropriate balance between 

transparency and commercial confidentiality requires careful legal calibration, varying by jurisdiction 

and procurement category. 

7.5 Limitations of This Study 
This study has several limitations. First, the comparative analysis relies primarily on secondary data — 

official reports and published research — rather than primary field data, which may introduce reporting 

biases. Second, the framework is designed at a conceptual level; detailed technical specifications require 

collaboration with blockchain engineers and procurement specialists in each country context. Third, the 

paper focuses on two case studies, limiting the generalizability of findings to other developing nations 

with significantly different institutional contexts. Future research should incorporate primary data 

collection, stakeholder interviews, and pilot implementations to validate the BIPP framework 

empirically. 

8. DISCUSSION 
The comparative analysis reveals that both GeM and PhilGEPS have made significant progress in 

digitizing procurement processes, yet both remain fundamentally constrained by centralized 

architectures that preserve the conditions enabling manipulation and corruption. Blockchain technology 

offers not merely incremental improvement but a structural transformation of the trust architecture 

underlying procurement systems. 

The BIPP framework presented in this paper represents a pragmatic synthesis of blockchain's theoretical 

potential and the real-world constraints of developing nation governance. Its phased approach 

acknowledges that institutional transformation is necessarily gradual, and that technology alone cannot 
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substitute for the broader governance reforms — civil service capacity building, judicial accountability, 

regulatory modernization — that sustainable procurement integrity requires. 

A particularly important insight from the comparison of GeM and PhilGEPS is that system design 

philosophy matters as much as technical architecture. GeM's transactional model creates deeper 

transparency than PhilGEPS's information-portal approach, simply by virtue of housing the transaction 

itself rather than merely recording its notification. BIPP extends this principle to its logical conclusion: 

not merely hosting transactions but making every step of the procurement process cryptographically 

immutable and publicly auditable. 

The paper also contributes to theoretical development by proposing the Government Blockchain 

Acceptance Model (GBAM) as an extension of TAM specifically calibrated for public sector blockchain 

adoption in developing nations. By incorporating institutional capacity, regulatory compatibility, and 

political will as core constructs, GBAM offers researchers a more comprehensive instrument for studying 

and predicting blockchain adoption outcomes in government contexts than existing TAM variants. 

Looking at the broader landscape, the BIPP framework aligns with several international initiatives: the 

Open Contracting Partnership's OCDS data standard, the G20 Anti-Corruption Working Group's 

recommendations on beneficial ownership transparency, and UNCITRAL's model laws on electronic 

commerce. This alignment increases BIPP's potential for international adoption and donor funding 

support in low-income developing nations. 

9. POLICY RECOMMENDATIONS 
Based on the foregoing analysis, the following policy recommendations are advanced for governments 

considering blockchain adoption in public procurement: 

5. Enact Legal Frameworks Recognizing Blockchain Records: Amend national procurement 
legislation to formally recognize blockchain-recorded transactions as legally valid, admissible as 
evidence, and binding on all parties. Without legal recognition, blockchain's immutability 
advantage cannot be fully leveraged. 

6. Adopt Permissioned Blockchain Architecture: Governments should deploy permissioned 
blockchains (Hyperledger Fabric or equivalent) rather than public blockchains to maintain 
required data sovereignty, participant identity control, and transaction throughput at scale. 

7. Integrate with National Digital Identity Systems: BIPP implementation must be tied to national 
digital identity infrastructure (Aadhaar, PhilSys, or equivalent) to ensure vendor identity 
integrity and eliminate the credential fraud that undermines existing systems. 

8. Establish an Independent Blockchain Procurement Oversight Board: Given the political 
sensitivity of procurement reform, an independent multi-stakeholder board — comprising 
government, civil society, industry, and academic representatives — should oversee BIPP 
implementation and serve as a checks-and-balances mechanism. 

9. Prioritize High-Risk, High-Value Procurement Categories for Phase 1: Infrastructure contracts, 
defense procurement, and medical supply procurement — categories with the highest 
corruption incidence — should be prioritized in Phase 1 deployment to maximize anti-
corruption impact while limiting initial implementation scope. 

10. Invest in Digital Literacy and Capacity Building: Dedicated national programs for training 
procurement officials, vendors, and auditors in blockchain-based system operation are 
essential. These programs should be embedded within national e-governance training 
academies rather than treated as one-time initiatives. 

11. Engage International Development Partners: The World Bank, ADB, UNDP, and bilateral 
development agencies have existing programs supporting e-procurement in developing nations. 
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Governments should leverage these partnerships to access technical assistance and funding for 
BIPP implementation. 

 

10. CONCLUSION 
This paper has examined the structural limitations of e-procurement systems in developing nations, 

using India's GeM and Philippines' PhilGEPS as comparative case studies, and proposed the Blockchain-

Integrated Public Procurement (BIPP) Framework as a comprehensive, phased solution to procurement 

transparency challenges. 

The analysis demonstrates that existing e-procurement systems, despite their significant achievements 

in digitizing procurement processes, remain fundamentally vulnerable to manipulation due to their 

centralized architectures, absence of cryptographic immutability, and limited real-time auditability. 

Blockchain technology directly addresses these structural weaknesses through its core properties of 

decentralization, immutability, smart contract automation, and permissioned transparency. 

The BIPP framework offers a practical, context-sensitive implementation path that accounts for the 

infrastructural, regulatory, and institutional constraints of developing economies. Its five-layer 

architecture, phased implementation roadmap, and critical success factors provide a comprehensive 

blueprint that can be adapted to diverse national contexts. The framework's estimated outcomes — 40–

60% corruption reduction, 15–25% cost savings, and real-time audit capability — represent significant 

improvements over current systems, though these estimates must be validated through pilot 

implementations. 

Ultimately, blockchain is neither a panacea nor a substitute for the deeper governance reforms that 

sustainable procurement integrity requires. It is, rather, a powerful technical enabler that can restructure 

the incentive landscape of procurement, making corruption more difficult, more detectable, and more 

costly. Combined with genuine political commitment to accountability, robust regulatory frameworks, 

and investment in human capital, blockchain-based procurement systems hold transformative potential 

for developing nations seeking to redirect public resources from corruption to citizen welfare. 

Future research should focus on empirical validation of the BIPP framework through pilot 

implementations, development of blockchain procurement-specific performance metrics, and cross-

country studies examining how national institutional contexts moderate blockchain adoption outcomes. 
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APPENDIX A: PRISMA FLOW DIAGRAM (SYSTEMATIC REVIEW) 
The systematic literature review followed PRISMA 2020 guidelines. Records were identified through 

database searches (Scopus: 312, Web of Science: 241, Google Scholar: 187, IEEE Xplore: 67, ACM DL: 40) 

= 847 total records. After duplicate removal: 631 records. After title/abstract screening: 214 records. 

After full-text eligibility assessment: 89 studies included in final synthesis. Reasons for exclusion at full-

text stage: purely technical blockchain papers (61), commercial white papers without empirical basis 

(34), language other than English (18), outside publication date range (12). 

 

APPENDIX B: BIPP FRAMEWORK — KEY TECHNICAL SPECIFICATIONS 

Parameter Specification 

Blockchain Platform Hyperledger Fabric v2.5+ 

Consensus Mechanism 
Raft (CFT) for government networks; PBFT optional for high-security 
tenders 

Transaction Throughput Target: 1,000–3,000 TPS; scalable via sharding 

Smart Contract Language Go / Node.js (Chaincode) 

Identity Management SSI with W3C DID standard; Aadhaar/PhilSys integration via API 

Data Privacy 
Zero-Knowledge Proofs for bid confidentiality; Channel-based data 
segregation 

Interoperability Standard Open Contracting Data Standard (OCDS) v1.2; REST APIs 

Citizen Portal Light-node, Progressive Web App; WCAG 2.1 AA compliant 

Backup & Disaster 
Recovery 

Multi-region node distribution; 99.9% uptime SLA 

Audit Access Read-only public API; full access for CAG/COA/authorized auditors 

Table B1: BIPP Framework Technical Specifications 
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